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1 BsepgeHue

«Q.AutheR» npefHa3HayeH gna ayTeHTUdMKaLMM 1 aBTOPU3aLMM NONb30BaTENEN CUCTEMBI.

[na nonyyeHua nHpopmauum o nonb3osatensax « Q. AutheR» ncnonb3syet cuctembl FLEXTERA v FA#, a
TaK¥Ke NpuaoskeHus knacca ldentity Management, Takue Kak Keycloak (https://www.keycloak.org/).

Moaynb npepgoctasnset cnegyrowme APL:

e token - co3gaHMe TOKEHOB A0CTYNa M 06HOB/IEHUA MO SIOFUHY M NAapOJIto NO/b30BATENS.
e token_refresh - o6HOBNEHME TOKEHA AOCTyNa U 0BHOBNEHMA MO TOKEHY OOHOBAEHMA.

e token_check - Banngaums TokeHa gocTyna

e token_key - Bbigaya nybamyHoro Kaoya « Q. AutheR»

B cnepytowmx pasgenax ykasaHHbole APl byayT paccmoTpeHbl 6onee noapobHo.


https://www.keycloak.org/
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2 Co3paHue TOKeHOoB

API token ncnonb3yeTca AnA cO34aHMA TOKEHa A0CTyMNa U TOKeHa 06HOBIEHMA NO JIOTUHY M Napoto
nonb3oBaTens. TokeHbl POPMUPYIOTCA B C/IyHae yCreLwHOoM ayTeHTMdUKaLma noib3osaTens. Ponuy,
KoTopbiMW 061a43€eT Nonb3oBaTe b B 3anucbiBatoTca B 610K authorites creHeprMpoBaHHOro TokeHa
goctyna.

Mpumep Bbi3oBa API:

curl -d "grant_type=password&username=testuser&password=12345678&scope=openid" -X POST -H
"Content-Type: application/x-www-form-urlencoded" -H "Authorization: Basic
Y2xpZW500nNIY3JIdA==" http://localhost:8500/uaa/oauth/token

Mpumep oTeeTa:

{

"access_token":
"eyJhbGciOiJSUzI1NilsInR5cCI6lkpXVCI9.eylleHAIOJEINJEXMDI3MzgsInVzZXIfbmFtZSI6InRIc3R1c2Vyli
wiYXV0aG9yaXRpZXMiOlsibWFuYWdILWFjY291bnQiLCJtYW5hZ2UtYWNjb3VudC1saW5rcylsIinVzZXIiL
CJ2aWV3LXByb2ZpbGUiLCJ1bWFfcHIvdGVjdGlvbildLCIqdGkiOilxMzFhNTRmMy0zOTU5LTQOZGMtOD
Q1INSO5MWEYNZzRjNjU3YWIILCJjbGlIbnRfaWQiOiJjbGlIbnQiLCIzY29wZSI6WyJvcGVuaWQiXX0.KbELjY1
SEnYfwndfXsAXYTZz-QF5zr1CpLIFhm-
tR5c9VyarFpylFcXIFKgzWQNgQI9HORI7mNO6JtR2WOLFmb1_KEF03q_INEakISsAEZijHIwel9964_zKLSZ
OoRKLOHP5P0aSTMDA4CGLEIToL6q8fgiNLfRvjgBko7b-
YkhiuGY4D72RWT7XOFg_8pUREVV_dyGemdwUphjYPgRDilgWARSXnPLFDifdY2GDItwlv-
x0_wP2JDIFT_liSWcNIf6vjC_-
MyXYgN_6nF984aLyRmZy7pv_OdmkzxDR78Kw54ZQYtOVENalicDzHi78G4rFCeisZ2xaKQ8231eF-5zA",

"token_type": "bearer",

"refresh_token":
"eyJhbGciOiJSUzI1NilsInR5¢cCI6lkpXVCI9.eyl1c2VyX25hbWUIiOiJOZXNOdXNIcilsInNjb3BlljpbIm9wZW5p
ZCJdLCIhdGkiOilxMzFhNTRmMy0zOTU5LTQO0ZGMtODQINSOSMWEYNzRjNjU3YWIiLCJIeHAIOJEIN]EX
MDg5MzgsImF1dGhvemlO0aWVzljpbim1lhbmFnZS1hY2NvdW50liwibWFuYWdILWFjY291bnQtbGlua3M
iLCJ1c2Vyliwidmlldylwem9maWxlliwidW1hX3Byb3RIY3Rpb24iXSwianRpljoiNmU4NWISMTYtMzhjNC
00ZjYzLWE1N2UtNjA5YjAzNTg3ZDk3liwiY2xpZW50X2IkljoiY2xpZW50In0.PIf07zgf_8kh2EHVIQvgbm-
0_CHYAXAUL8ONEtgBttB18ZM0QD5M6dHNSdFfkt55Zv1WESKMBAPJSIIOqr8Sjl12gazkcjgB6z8th8zn0
HfYCI_MfOmx6P8S0rbMPJOJo78IhF_oe3RyX-YPA_w1NnT1laSYKp_ROD-
hnkFgvRxRIzZZOhC3usZQbTefxKZbCIKY1bXGrNJg5SUJHIKp8EEjphvWxkyXz_wqgXy_ IRYAGrLZleCAdnKC_
dUtt_sZJtT1DK4RVnLmelslUCF2TLTr-vXwBuvdOa8koes_tSOyWZUSiFclkALZrdGthgSWJzNaPlaBmm-
QO-VIeDRPWab3g",

"expires_in": 999,

"scope": "openid",

"jti": "131a54f3-3959-44dc-8455-91a274c657ab"
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CTpyKTypa pa3obpaHHOro TOKeHa AocTyna:

{
"exp": 1561039930,
"user_name": "testuser",
"authorities": [
"manage-account”,
"manage-account-links",
"user",
"view-profile",
"uma_protection"
1
"jti": "85b2f45f-e04f-4416-a18a-1de44b027080",
"client_id": "client",
"scope": [
"openid"
]
}
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3 O6HOB/NIEHME TOKEHOB

API token Takke Ucnonb3yeTcsa 1A NOAYYEHUA HOBOM Napbl: TOKEHA AOCTYNa U TOKEHA 06HOBAEHUA MO
TOKeHy 06HOBNEHMS.

Mpumep Bbi3oBa API:

curl -d
"grant_type=refresh_token&refresh_token=eyJhbGciOiJSUzI1NilsInR5cCI6lkpXVCJ9.eyl1c2VyX25hb
WUIiOiJOZXNOdXNIcilsInNjb3BlljpbIm9wZW5pZCJdLCIhdGkiOilxMzFhNTRmMy0zOTU5LTQ0ZGMtODQ
1INSO5MWEYNzRjNjU3YWIiLCJIeHAIOJE1INjEXMDg5MzgsImF1dGhveml0aWVzljpblm1lhbmFnZS1hY2Nv
dW50liwibWFuYWdILWFjY291bnQtbGlua3MiLCJ1c2Vyliwidmlldylwem9maWxlliwidW1hX3Byb3RIY3
Rpb24iXSwianRpljoiNmU4NWISMTYtMzhjNCO0ZjYzLWE1N2UtNjA5YjAzNTg3ZDk3liwiY2xpZW50X2lklj
0iY2xpZW50In0.PIf07zqf_8kh2EHVJQvgbm-
0_CHYAXAUL8ONEtgBttB18ZM0QD5M6dHNSdFfkt55Zv1WESKMBAPJSIIOQqr8Sjl12gazkcjgB6z8th8zn0
HfYCI_MfOmx6P8S0rbMPJOJo78IhF_oe3RyX-YPA_w1NnT1laSYKp_ROD-
hnkFgvRxRIzZZOhC3usZQbTefxKZbCIKY 1bXGrNJg5SUJHIKp8EEjphvWxkyXz_wqXy_IRYAGrLZIeCAdnKC_
dUtt_sZJtT1DK4RVnLmelsIUCF2TLTr-vXwBuvdOa8koes_tSOyWZUSiFclkALZrdGthgSWJzNaP1laBmm-
QO-VleDRPWab3g" -X POST -H "Content-Type: application/x-www-form-urlencoded" -H
"Authorization: Basic Y2xpZW500nNIY3JIdA==" http://localhost:8500/uaa/oauth/token

Mpumep oTeeTa:

{

"access_token":
"eyJhbGciOiJSUzI1NilsInR5cCI61kpXVCI9.ey)1c2VyX2FjY291bnRfaWQiOm51bGwsInVzZXJfomFtZSI6In
RIc3R1c2Vyliwic2NvcGUiOlsib3Blbmlkll0sImV4cCIEMTU2MTEWMzE50SwiYXV0aG9yaXRpZXMiOlsibW
FuYWdILWFjY291bnQiLCJtYW5hZ2UtYWNjb3VudC1lsaW5rcylsinVzZXIiLCJ2aWV3LXByb2ZpbGUiLCl1b
WFfcHJvdGVjdGlvbildLClqdGkiOilzZZWZhMmVKNCOzMGFILTRjNDgtYjc1ZSOXxN2M5MTImMDZIOTQILCJj
bGllIbnRfaWQiOiJjbGllbnQifQ.GKL8QIV7qpi-
_IhPg8aRb709fCb41YdHwW705PRK9820I5Ji0hZwS_Z3bjsWPM45wPzWWE6xvDV-
INsJ4Z7HiuBrSzbbTkqUwjJZn7h89RTw6ANiIid902qLD6YCF7Ila_aKBsIFWHwW2u86pvhOXm75MJIjhHEAIOT
DilVzYletmZXg-
kKvQDRHSfdMCb5y35XI13gAGaYyChBpJhNjgVAgCOzpP3XAdbn3MfbXipLLoasyR5wYd_I1UDdJfHIgQmE
S36N5UTadcNcgZw2PIFXWwKOpwrzib9HCI9UrWgl-
6xGxmO00ZxSxiDo6jbhGPJINHXnYpOPO2X0gZsOWK6kMojNQ",

"token_type": "bearer",

"refresh_token":
"eyJhbGciOiJSUzI1NilsInR5cCI6IkpXVCI9.ey)1c2VyX2FjY291bnRfaWQiOm51bGwsInVzZXJfomFtZSI6In
RIc3R1c2Vyliwic2NvcGUiOlsib3Blbmlkll0sImFOaSI6IjNIZmEyZWQOLTMwYWUtNGMOOC1iNzVILTE3Yzk
XOWYWNMUSNCIsImV4cCIEMTU2MTEWOTM50SwiYXV0aG9yaXRpZXMiOlsibWFuYWdILWFjY291bnQ
iLCJtYWS5hZ2UtYWNjb3VudC1saW5rcylsIinVzZXIiLCJ2aWV3LXByb2ZpbGUiLCJ1bWFfcHJvdGVjdGlvbild
LCJqdGkiOilzMjcwMjg3Yy02ZGEOLTQ3NDAtOGYXOC1mYTBhMDK3NME4AMTMILCJjbGlIbnRfawQiOiljb
GllbnQifQ.Rh5hvFL580SuNVgnXKvgFk5PVIPOW5qGvU9GTWhjlkc2yZcWRIHLIVsAOf8 XUWiFbL-
v3R8WbcAUaXbF1YIQUEMLXRGHc8lknZe_v7btOanPmSo4iK5_9zq9d-
4wyjRgEV6CRtIVKHHCZIJHicKcVzOcYB_Tubail3C5YGZNsykEiDGUNZPaiLQeYUoxxV284G54VHHAOSmM9
RNJk5h2QB0OhCFxCagBdTwjHLOd1IlvGKoRDoATegMIpvkfNidiCyOBOvCIh28SZk-vgx2-xC-
AYBIXXQfVGWBtISIpBENkMncwOmq3Q_38rUBvA70EEWAA8kBstQP8hUUGYS8TdQBzA",

"expires_in": 999,

"scope": "openid",

"user_account_id": null,

"jti": "3efa2ed4-30ae-4c48-b75e-17¢919f06e94",

"auth_data": {

"USERACCOUNTID": null

}

}




dyHKunoHanbHoe onncaxHme Q.AutheR

4 lMpoBepKa TOKeHOB

API check_token ucnonbsyetca ans Bannaaumm TOKeHa gocTtyna.

Mpumep BbizoBa API:

curl -d
"token=eyJhbGciOiJSUzI1NilsInR5cCl6lkpXVCJ9.eylleHAIOJEINJEXMDMOMTQsInVzZXJfomFtZSI6InRIc
3R1c2VyliwiYXV0aG9yaXRpZXMiOlsibWFuYWdILWFjY291bnQiLCJtYW5hZ2UtYWNjb3VudC1lsaW5rcyl
sInVzZXIiLCJ2aWV3LXByb2ZpbGUiLCJ1bWFfcHJvdGVjdGlvbildLClqdGkiOil1ZDImZTg3MSOwOTQxXLTQ
40WQtODhkOSOXMmMUxMmU2ZTE4OWQILCJjbGlIbnRfaWQiOiljbGllbnQiLCJzY29wWZSI6WylvcGVuaW
QiXX0.C8INEh1-wb00GItVSbYzdb69a6XMHMbHalvk20-R30y3kEluk4zJhOF-
07hSwjFmIsvZonGQ41CAadYVRr163iDk6rJpxR1uGg52PdSFruGgMWQkbORULCONVIStI4jrkoknWp21qgt
U7sPZbQGr3MaBljyidbjrX08VadKUAm3208IzoDkCQ_ttPrAx49gVKEulMdhgnWBnntKuTAwp9bEAILke3
NrpfDdDIMd-dyiLVWXC2Jn_C6TiurrVpPHIxw8V045tMfhdDuCG5VXFiho5vzlegalOTxd_GTFIZbcK-
ud_OFBcOxCdkIHFQLYGHBqYGt-P31rslgR9XjenhGA" -X POST -H "Content-Type: application/x-www-
form-urlencoded" -H "Authorization: Basic Y2xpZW500nNIY3JIdA=="
http://localhost:8500/uaa/oauth/check_token

Mprmepbl OTBETOB:

BanuaHbIN TOKeH:

{

"user_name": "testuser",

"scope": [
"openid"

1

"active": true,

"exp": 1561103414,

"authorities": [
"manage-account”,
"manage-account-links",
"user",
"view-profile",
"uma_protection"

1,

"jti": "5d2fe871-0941-489d-88d9-12e12e6€189d",

"client_id": "client"

MpocpoYEHHbI TOKEH:

{
"error": "invalid_token",
"error_description": "Token has expired"

}
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5 Bbigaua ny6anyHOro Katoua

API| token_key ncrnonb3syetca ana nonydyeHua nybamyHoro Katoua « Q. AutheR»

Mpumep BbizoBa API:

curl http://localhost:8500/uaa/oauth/token_key

Mpumep oTBeTa:

{

"alg": "SHA256withRSA",

"value": "----- BEGIN PUBLIC KEY-----
\nMIIBIJANBgkahkiG9WOBAQEFAAOCAQS8AMIIBCgKCAQEAI/SsXyl9zNohL79K7QgmStl7uemqCKTWqgil
i5xKMzd4t+EoGpwx16GYUIWIJjRirlc+YnEJbps4uRQAC5QeeSy/FMrC3pprGWuW+CGd+popUqTHIArZGS
Q9uGhwHIWg5MclUcfCxuwuBAXKpaPFANPg9GxZGXhA8MIpK9sl40IL44VoMyf/cm3bdZrtCTi7CUEg6h
K1uKZI7L9U/G1Qpip49jXA6wBs6tLyUpSBITNgYd2lel5vbwNuh9RH/7rTiKBwpdcxGwTho3U60lgOWPHmM
uwsEYWKznEfNKrCKEFXkinQuGR2fotZZ/vaV6WBHpwK961ZQp4ZRheCvBG10uGQIDAQAB\n-----END
PUBLIC KEY----- "

}




